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Supply Chain Security - OpenShift and Trusted Application Pipeline

Setting the Scene...

(less than 10mins. | hope...)




Software supply chain attacks:
a matter of when, not if

Ransom paid but a mere fraction to the overall
downtime and recovery costs of a data breach

742%

average annual increase in
software supply chain

attacks over the past 3 years'

78%

have initiatives to
increase collaboration
between DevOps and
Security teams®

20%

data breaches are due to a
compromised software
supply chain?

92%

say enterprise open source
solutions are important as
their business accelerates
to the open hybrid cloud®

& RedHat

[ State of the Software Supply Chain | [ Cost of a Data Breach 2022 - IBM Report | [*IState of Kubernetes Security Report 2022 - Red Hat Report | [*/State of Enterprise Open Source 2022 - Red Hat Report



https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.ibm.com/reports/data-breach
https://www.redhat.com/rhdc/managed-files/cl-state-of-kubernetes-security-report-2022-ebook-f31209-202205-en.pdf
https://www.redhat.com/en/resources/state-of-enterprise-open-source-report-2022

Increased Government Regulations after several SSC attacks

» US Executive Order on Improving the Nation's Cybersecurity

» US Executive Order 14017 - America's Supply Chains

» US Executive order 14018 Improving the Nation's Cybersecurity

» EU Network and Information Security 2 Directive

» Government willingness to enforce and fine executives ignoring SSC

SEC fines SolarWinds and CISO for concealing vulnerabilities

. og4J vulnerability



https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.federalregister.gov/documents/2021/03/01/2021-04280/americas-supply-chains
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)689333
https://www.sec.gov/news/press-release/2023-227
https://www.ibm.com/blog/how-to-detect-patch-log4j-vulnerability/
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Give your developers the right tools

Application Libraries

Language Runtime

Universal Base Image

Provenance,
Attestation of
Curated Content

& RedHat
Trusted Profile
Analyzer

‘ Red Hat
Trusted
Artifact Signer
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Software | Digitally Image | Image YAML | Image
P Composition | Signed & Building | Scanning > Policy | Policy >
Analysis | Verified Artifact | SLSA Signature | Attestation
Signining | Attestation Checks | Validation
Dependency SBOM
Analysis
Recommendations

J

Software composition analysis, dependency analysis, recommendations

As report or as IDE Plugin

"Keyless” signing and verification of artifacts

Sign on commit (gitsign)

Events are stored in tamper-proof ledger for verification
Signature is tied to OIDC Identity (Keycloak, Google, GitHub,...)
No need to manage signing keys

[ Monitor }

Profile Risk

Kubernetes



Give your developers the right tools

Application Libraries

Language Runtime

Universal Base Image

Provenance,
Attestation of
Curated Content

‘ Red Hat
Developer Hub

-
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{ Code } { Build } { Deploy } [Monitor}

Software | Digitally Image Image. YAM'— ‘ Imgge Images
' Composition | Signed & ' Building | Scanning > Policy | Policy » Profile Risk | Clusters
Analysis | Verified Artifact | SLSA Signature | Attestation SBOM | Network
Signining | Attestation Checks | Validation
Dependency SBOM Kubernetes
Analysis Native
Recommendations Security

J

IDP (Internal Developer Platform), based on Backstage.io
Provides not only development templates and a developer-focused view on
infrastructure, build systems, code repositories, etc - but in the TSSC context:

Security-related guardrails and automated build and deployment pipelines
When using Red Hat Developer Hub (RHDH), developers can
o  be onboarded easily to company security standards & procedures
o  start coding using security-focused coding templates
without those security best practices and tools “standing in their way” & RedHat



Augment and secure your build process (CI)

4 )

Application Libraries { Code 1 { Build } { Deploy } [ Monitor }

Language Runtime
Software

Digitally Image Image_ YAML ‘ Imgge Images
p  Composition | Signed & 'S Building | Scanning i Policy | Policy > Profile Risk | Clusters
Analysis | Verified Artifact | SLSA Signature | Attestation SBOM | Network
Signining | Attestation Checks | Validation
Provenance, Dependency SBOM Kubernetes
Attestation of Analysis Native
Curated Content Recommendations Security

\_ J

Generate your SBOMs with e.g. CycloneDX plugin during maven / gradle build or via
SYFT, analyzing image layers (just two examples) and feed them into Trusted Profile Analyzer
e  Sign your generated SBOMs with RH Trusted Artifact Signer

‘ Red Hat Keyless verification against ledger that code has been signed and is authentic
Trusted e  Sign your built artifacts
ArtifactSigner o y/erify the integrity of the build platform (depends on Pipeline capabilities, works with
e.g. Tekton/OpenShift Pipelines), providing attestations
& RedHat

& RedHat
Trusted Profile
Analyzer

CycloneDX and the CycloneDXlogo are © OWASP Foundation



https://cyclonedx.org/
https://owasp.org/

Augment and secure your build process (CI)

Application Libraries

Language Runtime

Software | Digitally B'T;ge gﬁage_
Universal Base Image P  Composition | Signed & | HECISH| SCEnTing |
Analysis | Verified Artifact | SLSA
Signining | Attestation
Provenance, Dependency SBOM
Attestation of Analysis
Curated Content Recommendations
sabsalqal

‘ RedHat

Advanced Cluster Security
for Kubernetes

cots |
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oepioy |

YAML | Image
Policy | Policy

Signature | Attestation
Checks | Validation

>

[ Monitor }

Images
Clusters
Network

Profile Risk
SBOM

Kubernetes
Native
Security

e Secure image registry. Also stores image related signatures, attestations and SBOMs
e Continuous image scanning (no pipeline run or other action required)

e Policy-basedimage scanning (e.g. no log4j allowed)
e Policy-based deployment scanning (e.g. have resources and limits been set

according to policy, etc)

& RedHat



Augment and secure your deployment process (CD)

4 )

Application Libraries [ Code } [ Build } [ Deploy } [ Monitor }
L Runti
Software | Digitally Image | Image YAML | Image Images
Universal Base Image > Compositio.n Sigh?d& > Building | Scanning i Policy | Policy i Profile Risk | Clusters
Analysis | Verified Artifact | SLSA Signature | Attestation SBOM | Network
Signining | Attestation Checks | Validation
Provenance, Dependency SBOM Kubernetes
Attestation of Analysis Native
Curated Content Recommendations Security
‘ Red Hat e Only allow propagation / deployment of signed and verified build artifacts (keyless
Trusted verification)

Artifact Signer

Sign test results from automated testing frameworks to provide audit trail
e Use Enterprise Contract (EC) to validate attestations (has it really been built on the
secure build system or on someone’s laptop?)

& RedHat


https://enterprisecontract.dev/

Manage your Security Posture and monitor your platform

4 )

Application Libraries { Code } { Build } { Deploy } [ Monitor 1
Software | Digitally eS| UhEigs . el Images
p  Composition | Signed & Building | Scanning D> Policy | Policy B Profile Risk | Clusters
Analysis | Verified Artifact | SLSA Signature | Attestation SBOM | Network
Signining | Attestation Checks | Validation
Provenance, Dependency SBOM Kubernetes
Attestation of Analysis Native
Curated Content Recommendations Security
& RedHat : :
Trusted Profile e Ingestand manage SBOMs and VEXs from your own build process and 3rd parties
Analyzer e Analyze CVE impact (where am | using library xyz in my own or 3rd party code/apps, is it
relevant in my context)
e Manage Risk, improve your security posture
‘ ztd%d Hat 4 Cluster Securit e Ensure policy compliance across clusters, especially production. “Don't run xyz (e.g.
for Kibarnaten ooty log4j, struts, etc)” - regardless where it came from/how it was deployed.
e Networking: Are namespaces hardened, properly isolated and locked down? Don't let a

3rd party vulnerability impact other namespaces.

& RedHat



Supply Chain Security - OpenShift and Trusted Application Pipeline

Red Hat Developer Hub - Empowering engineering to deliver business value faster
A renewed developer experience

Single paneof . Self-service with Best practices .~ Real-time view of
glass toincrease guardrails for  withGitOpsand ~ application and
engineering cloud-native automation. infrastructure
productivity. development and health & security.
security. | |
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Red Hat Developer Hub - Empowering engineering to deliver business value faster

Red Hat Developer Hub

- Authentication and
Authorization with Keycloak @ MANY MORE

‘ Red Hat —  Software Catalog
Developer Hub

—  Software Templates

GitOps with
Argo CD

&, RedHat

Pipelines with
Tekton

Application Topology
E;KE for Kubernetes

— > Multi Cluster View with
Open Cluster Manager (OCM)

" Plug-ins for
Backstage

Container Image
Registry for Quay

Integrates with industry standards and
technologies through a broad ecosystem.

® (#) MANY MORE

Based on Backstage, an open source
platform for building developer portals.

' Consistent developer e : a
| experience across = I —I aWs
:‘ environments. Physical Virtual Hybrid

3 /AAzure ;_/ & RedHat

IBM Cloud OpenShift



Accelerate Innovation that Safeguards User Trust

Delivered with integrated security guardrails at every phase of the software development lifecycle

Red Hat
Trusted Software
Supply Chain

Developer self-service hub with pre-integrated security guardrails: artifact signatures, attestations & SBOMs

Red Hat & RedHat Red Hat & RedHat
Trusted Application - Developer Hub + ‘ Trusted Trusted Profile
Pipeline Artifact Signer Analyzer

Included in

RedHat & RedHat & RedHat

OpenShift OpenShift Advanced Cluster Security

Platform Plus for Kubernetes

but also

available

separately

*Red Hat Trusted Application Pipeline is a single product SKU ‘ RedHat
Includes Red Hat Developer Hub, Red Hat Trusted Artifact Signer, Red Hat Trusted Profile Analyzer capabilities with its own installer
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https://summit.demo.redhat.com

Supply Chain Security - OpenShift and Trusted Application Pipeline

Red Hat

RedHat
Summit Demo Platform

Red Hat Summit: Connect 2024

Start your instructor-led lab experience

Select your hands-on lab to begin developing and enhancing your
technology skills

Ssiuary Select our Lab

Tuesday, November 19, 2024

Germany Germany Germany

M M

Building Edge Applications: A
Retail Odyssey with Red Hat
OpenShift Al/ML and
Application Services

Cloud Architectures workshop:
the art of the possible with
OpenShift and Application
Services

Access thislab > Access thislab >

Germany O- Germany Germany
| B4 o

From Development to Advanced Features of Ansible The Definitive RHEL 9 Hands-
Deployment: Securing The Automation Controller OnLabvol

Software Supply Chain with Red

Hat OpenShift

Access thislab > Access this lab = Access this lab >




Supply Chain Security - OpenShift and Trusted Application Pipeline

Red Hat
Demo Platform

w

Access to Summit Connect Germany: From Development to Deployment: Securing The Software Supply Chain with
Red Hat OpensShift

s+ ® / The email you registered with

email@redhat.com

Workshop Password * ®

4

secure

Access this workshop =

Make sure you remember the (unique) e-mail address you used!

It will allow you to come back to your lab if you lose connection. Q@ Redbiat



Supply Chain Security - OpenShift and Trusted Application Pipeline

: Red Hat
Terminals Demo Platform

Enhancing YOU can expand the

° Securi TOC
Guide v -

Contents

self-paced

This workshop focuses on the critical integration of security practices into the devel-
opment and deployment processes using Red Hat OpenShift and a suite of Red Hat
security tools. It highlights the necessity of embedding security early in the develop-
ment lifecycle, known as "shifting left." It guides participants through hands-on activi-

ties that transition from non-secure to secure development pipelines.

Introduction to the Workshop

Welcome to an engaging session where integrating security into the development and
deployment practices is discussed theoretically and applied practically. This workshop
showcases the Red Hat Developer Hub (RHDH) and its significance in enhancing the
developer experience through a centralized platform for resources, documentation,

and tools.

Participants will journey through the transformation from a non-secure to a secure



https://summit.demo.redhat.com

19

Germany
L

Nov 19, 11:00 AM

From Development to
Deployment: Securing The
Software Supply Chain with Red
Hat OpenShift

Access thislab >

SelectLab

From Development to
Deployment: Securing
The Software Supply
Chain with Red Hat
OpenShift

Email * @

email@redhat.com

> Workshop Password * @

Access this workshop =

Login with your email
and the password:

secure

Summit @ AnsibleFest Supercharge Developer Exp...

Agenda {3 Workshop Introduction

Workshop Introduction

Chapter 1: A Day in the Life of a

Neweveipe Enhancing Developer Efficie

Chapter 2: Tightrope Walking

without a Net Security with Trusted Applic

Chapter 3: Red Hat Trusted

Application Pipeline to the P| pel | ne WorkSh Op

Rescue

Glossary
This workshop focuses on the critical integration of securit

the development and deployment processes using Red Ha
suite of Red Hat security tools. It highlights the necessity o
curity early in the development lifecycle, known as "shifting
participants through hands-on activities that transition fro
secure development pipelines.

Follow the lab guide in your
personalized “Showroom”

We're here to help, unstuck you and answer your questions

& RedHat
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m linkedin.com/company/red-hat

facebook.com/redhatinc

twitter.com/RedHat

E youtube.com/user/RedHatVideos
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E Jetzt Session

o

E ‘ g bewerten!
E. Einfach QR-Code

oL 28

scannen, Session
wahlen und bewerten.
Vielen Dank!

red.ht/rhsc24-de-s6



